AMSI Summer School 2022
Cryptography for Cybersecurity
Pre-course Quiz

Quiz questions

1. Using the Euclidean algorithm, find the ged of 235 and 115. Express this
ged as a linear combination of the two integers.

2. Reduce the following integers

(a) 103 (mod 12)

(b) 97 (mod 9)

(c) 229 x 223 (mod 23)

(d) 7001 (mod 2)

(e) 452 (mod 101)

(f) 45'7 (mod 101) (Hint: Compute large exponents by repeated squar-
ing)

3. This question is on the concept of Cayley Tables

(a) Compute the addition and multiplication Cayley Table of Z;.

(b) Does the set of elements Z;; under the addition operation form an
Algebraic Group? Why or why not?

(c) Using the table compute (371 +471) %7
4. This question is about the arithmetic for real polynomials, R[x]

(a) Reduce the polynomial 2° +2x% — 2% —22% —3x —1 (mod 2 — 222 +
8z — 3).

(b) Find by trial and error a root of the polynomial f(x) = 2% + 42? +
2z — 69. Using this root find the corresponding linear factor. Hence
find a non trivial factorization of f(z).

5. This question is about the arithmetic for binary polynomials, Za[z]

(a) Given two polynomials a(z) = 2% + 23 + z + 1 and b(z) = 22 + 1,
find the ged, g(z) of these two polynomials.



(b) Using the extended Euclidean algorithm find two polynomials s(x)
and t(z) such that g(z) = s(x)a(x) + t(x)b(x)

(c) Find b=!(z) (mod a(x))
6. This question is about the construction of Finite Fields.
Consider the Field GF(28) defined by the polynomial f(z) = 2% + 2 + 1

where f(z) € Za[x]. Let a be the root of f(x). Then GF(2%) = {bza?® +
b2a2+b1a—|—bo,bi €Z2V0§i§3,a4:a+1 }

(a) Write a!? as an element of GF(2%).
(b) Find (a® + a)~! as an element of GF(28).



Solutions

1. Divide the bigger number by the smaller number. If the remainder is not 0,
repeat the division by taking the previous divisor as the new dividend and
the previous remainder as the new divisor. Continue until the remainder
is 0. The last non-zero remainder is the ged.

235 =2x1154+5
115 =23 x 54 0.

In this example, the ged is 5.

Using the expression that has the ged, work backwards, continuously re-
placing the remainder until we get the gcd as a linear combination of the
two given numbers. In this example, it is very straightforward.

5=1235-2x115

The coefficients of the two given numbers in the linear expression are 1
and —2.

2. This is an example of modular arithmetic. Divide the given number by
the modulus to find the remainder of the division.

(a) 7

(b) 7

(c) 7

(d) 1
) 5
)

(e
(f) 45'7 (mod 101) This requires repeated squaring. It is easier to do if

we observe the binary expansion of the modulus 17 = 2% + 1

45'7 = 452" 45 (mo

d ()101)
= 452" 45 (mod

)
()101)
922

=45°" 45 (mod ()101)
=5%°45 (mod ()101)(Recall that 45> (mod 101) = 5)
= 25245 (mod ()101)
=19.45 (mod ()101)
=47

3. The Cayley table is a table that shows the result of pairwise operations

on a set. Zp; represents the set of numbers from 0 till 10.

(a) Computing the operations of addition and multiplication mod 11 on
pairs of elements gives the following two tables.



Figure 1: The Cayley Table showing Z;; under addition with modulus 11
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Figure 2: The Cayley Table showing Z1; under multiplication with modulus 11

- 012345678910
0O /00000000000
1 1012345678910
210246 810135789
3 /036914710258
4 1048159261037
51051049 382716
6 (0617 28394105
7107 3106295184
8 |08 52107419463
9 1097531108 642
j01Ww9Y 876354321

(b) The set of elements under (Z;1,+) form a Group as they satisfy the
four properties of closure, associativity, identity and inverse.
Closure is easy to check as every element in the table is an element
of Z11.

Associativity means that given three elements a, b and ¢ in Zqq,
(a+b)+c=a+ (b+c) ie. it doesn’t matter which pair of elements
you add first, you will get the same result.

The identity element e = 0 as the row (or column) indexed by 0
gives the entire set Z;; in the same order. It demonstrates that
a+e=e+a=a for any element a € Z1;.

Every element a has an inverse —a as every row has the identity
element 0 as one of the entries. The corresponding element of the
column will be the inverse of the row index. For example, —2 =9 in
the Cayley Table under addition.



A similar argument can be made for Z*;1, the set of non-zero ele-
ments, under multiplication ( *). In the figure, we ignore the row
and column of all zeros to get Z*1;.

From the multiplication table, we can see that 37! =4 and 47! = 3

37 4471 =443
=7 (addition table)
(B a4 ) x7=7Tx7
=5 (multiplication table)

Long division will give you a quotient of 22 +4x — 1 and a remainder
of —3322 + 172 — 4 . The remainder will be the reduced form.

x = 3 is a root. So x — 3 is a factor. Using polynomial division we
find that the other factor is 22 + 7z + 23

Dividing a(x) by b(z) using the Euclidean algorithm, the ged is z+1.

Using the extended Euclidean algorithm s(z) = 1 and #(z) = a3

b=1(z) does not exist as the ged is # 1.

a® =atatata=(a+1)(a+1)(a+1)a=a+a?+1

The easy way to do it is to write out all the 16 elements of the Field
to get a correspondence between their exponential and polynomial
form. This shows us that o® + a =a”. So (a® +a)™! =a~".

We also know that a'® =1 = a’a%=1. Soa™? =af = a® + a2



